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CYBER-PHYSICAL SYSTEMS The 13 chapters in this book cover the various aspects associated with Cyber-Physical Systems
(CPS) such as algorithms, application areas, and the improvement of existing technology such as machine learning, big data and
robotics. Cyber-Physical Systems (CPS) is the interconnection of the virtual or cyber and the physical system. It is realized by
combining three well-known technologies, namely “Embedded Systems,” “Sensors and Actuators,” and “Network and
Communication Systems.” These technologies combine to form a system known as CPS. In CPS, the physical process and
information processing are so tightly connected that it is hard to distinguish the individual contribution of each process from the
output. Some exciting innovations such as autonomous cars, quadcopter, spaceships, sophisticated medical devices fall under
CPS. The scope of CPS is tremendous. In CPS, one sees the applications of various emerging technologies such as artificial
intelligence (AI), Internet of Things (IoT), machine learning (ML), deep learning (DL), big data (BD), robotics, quantum technology,
etc. In almost all sectors, whether it is education, health, human resource development, skill improvement, startup strategy, etc., one
sees an enhancement in the quality of output because of the emergence of CPS into the field. Audience Researchers in Information
technology, artificial intelligence, robotics, electronics and electrical engineering.
The five-volume set IFIP AICT 630, 631, 632, 633, and 634 constitutes the refereed proceedings of the International IFIP WG 5.7
Conference on Advances in Production Management Systems, APMS 2021, held in Nantes, France, in September 2021.* The 378
papers presented were carefully reviewed and selected from 529 submissions. They discuss artificial intelligence techniques,
decision aid and new and renewed paradigms for sustainable and resilient production systems at four-wall factory and value chain
levels. The papers are organized in the following topical sections: Part I: artificial intelligence based optimization techniques for
demand-driven manufacturing; hybrid approaches for production planning and scheduling; intelligent systems for manufacturing
planning and control in the industry 4.0; learning and robust decision support systems for agile manufacturing environments; lowcode and model-driven engineering for production system; meta-heuristics and optimization techniques for energy-oriented
manufacturing systems; metaheuristics for production systems; modern analytics and new AI-based smart techniques for
replenishment and production planning under uncertainty; system identification for manufacturing control applications; and the future
of lean thinking and practice Part II: digital transformation of SME manufacturers: the crucial role of standard; digital transformations
towards supply chain resiliency; engineering of smart-product-service-systems of the future; lean and Six Sigma in services
healthcare; new trends and challenges in reconfigurable, flexible or agile production system; production management in food supply
chains; and sustainability in production planning and lot-sizing Part III: autonomous robots in delivery logistics; digital transformation
approaches in production management; finance-driven supply chain; gastronomic service system design; modern scheduling and
applications in industry 4.0; recent advances in sustainable manufacturing; regular session: green production and circularity
concepts; regular session: improvement models and methods for green and innovative systems; regular session: supply chain and
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routing management; regular session: robotics and human aspects; regular session: classification and data management methods;
smart supply chain and production in society 5.0 era; and supply chain risk management under coronavirus Part IV: AI for resilience
in global supply chain networks in the context of pandemic disruptions; blockchain in the operations and supply chain management;
data-based services as key enablers for smart products, manufacturing and assembly; data-driven methods for supply chain
optimization; digital twins based on systems engineering and semantic modeling; digital twins in companies first developments and
future challenges; human-centered artificial intelligence in smart manufacturing for the operator 4.0; operations management in
engineer-to-order manufacturing; product and asset life cycle management for smart and sustainable manufacturing systems;
robotics technologies for control, smart manufacturing and logistics; serious games analytics: improving games and learning
support; smart and sustainable production and supply chains; smart methods and techniques for sustainable supply chain
management; the new digital lean manufacturing paradigm; and the role of emerging technologies in disaster relief operations:
lessons from COVID-19 Part V: data-driven platforms and applications in production and logistics: digital twins and AI for
sustainability; regular session: new approaches for routing problem solving; regular session: improvement of design and operation
of manufacturing systems; regular session: crossdock and transportation issues; regular session: maintenance improvement and
lifecycle management; regular session: additive manufacturing and mass customization; regular session: frameworks and
conceptual modelling for systems and services efficiency; regular session: optimization of production and transportation systems;
regular session: optimization of supply chain agility and reconfigurability; regular session: advanced modelling approaches; regular
session: simulation and optimization of systems performances; regular session: AI-based approaches for quality and performance
improvement of production systems; and regular session: risk and performance management of supply chains *The conference was
held online.
This proceedings book features papers presented at the International Conference on New Technologies, Development and
Application, held at the Academy of Sciences and Arts of Bosnia and Herzegovina in Sarajevo on 25th–27th June 2020. It covers a
wide range of future technologies and technical disciplines, including complex systems such as Industry 4.0; patents in Industry 4.0;
robotics; mechatronics systems; automation; manufacturing; cyber-physical and autonomous systems; sensors; networks; control;
energy and renewable energy sources; automotive and biological systems; vehicular networking and connected vehicles;
effectiveness and logistics systems; smart grids; nonlinear systems; power; social and economic systems; education; and IoT. The
book focuses on the Fourth Industrial Revolution “Industry 4.0,” in which implementation will improve many aspects of human life in
all segments and lead to changes in business paradigms and production models. Further, new business methods are emerging,
transforming production systems, transport, delivery, and consumption, which need to be monitored and implemented by every
company involved in the global market.
This book focuses on emerging issues in ergonomics, with a special emphasis on modeling, usability engineering, human computer
interaction and innovative design concepts. It presents advanced theories in human factors, cutting-edge applications aimed at
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understanding and improving human interaction with products and systems, and discusses important usability issues. The book
covers a wealth of topics, including devices and user interfaces, virtual reality and digital environments, user and product evaluation,
and limits and capabilities of special populations, particularly the elderly population. It presents both new research methods and
user-centered evaluation approaches. Based on the AHFE 2016 International Conference on Ergonomics Modeling, Usability and
Special Populations, held on July 27-31, 2016, in Walt Disney World®, Florida, USA, the book addresses professionals,
researchers, and students dealing with visual and haptic interfaces, user-centered design, and design for special populations,
particularly the elderly.
The IMC-AESOP Approach
Advances in Manufacturing II
Handbook of Industry 4.0 and SMART Systems
Proceedings of the 20th Congress of the International Ergonomics Association (IEA 2018)
Guide to Computing Fundamentals in Cyber-Physical Systems
Handbook of Research on Integrating Industry 4.0 in Business and Manufacturing
IFIP WG 5.7 International Conference, APMS 2019, Austin, TX, USA, September 1–5, 2019, Proceedings, Part I

Industry 4.0 refers to fourth generation of industrial activity characterized by smart systems and internet-based solutions. This book
describes the fourth revolution based on instrumented, interconnected and intelligent assets. The different book chapters provide a
perspective on technologies and methodologies developed and deployed leading to this concept. With an aim to increase
performance, productivity and flexibility, major application area of maintenance through smart system has been discussed in detail.
Applicability of 4.0 in transportation, energy and infrastructure is explored, with effects on technology, organisation and operations
from a systems perspective.
This volume of the series ARENA2036 compiles the outcomes of the first Stuttgart Conference on Automotive Production
(SCAP2020). It contains peer-reviewed contributions from a theoretical as well as practical vantage point and is topically structured
according to the following four sections: It discusses (I) Novel Approaches for Efficient Production and Assembly Planning, (II)
Smart Production Systems and Data Services, (III) Advances in Manufacturing Processes and Materials, and (IV) New Concepts for
Autonomous, Collaborative Intralogistics. Given the restrictive circumstances of 2020, the conference was held as a fully digital
event divided into two parts. It opened with a pre-week, allowing everyone to peruse the scientific contributions at their own pace,
followed by a two-day live event that enabled experts from the sciences and the industry to engage in various discussions. The
conference has proven itself as an insightful forum that allowed for an expertly exchange regarding the pivotal Advances in
Automotive Production and Technology.
This book examines the requirements, risks, and solutions to improve the security and quality of complex cyber-physical systems (CPage 3/18
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CPS), such as production systems, power plants, and airplanes, in order to ascertain whether it is possible to protect engineering
organizations against cyber threats and to ensure engineering project quality. The book consists of three parts that logically build
upon each other. Part I "Product Engineering of Complex Cyber-Physical Systems" discusses the structure and behavior of
engineering organizations producing complex cyber-physical systems, providing insights into processes and engineering activities,
and highlighting the requirements and border conditions for secure and high-quality engineering. Part II "Engineering Quality
Improvement" addresses quality improvements with a focus on engineering data generation, exchange, aggregation, and use within
an engineering organization, and the need for proper data modeling and engineering-result validation. Lastly, Part III "Engineering
Security Improvement" considers security aspects concerning C-CPS engineering, including engineering organizations’ security
assessments and engineering data management, security concepts and technologies that may be leveraged to mitigate the
manipulation of engineering data, as well as design and run-time aspects of secure complex cyber-physical systems. The book is
intended for several target groups: it enables computer scientists to identify research issues related to the development of new
methods, architectures, and technologies for improving quality and security in multi-disciplinary engineering, pushing forward the
current state of the art. It also allows researchers involved in the engineering of C-CPS to gain a better understanding of the
challenges and requirements of multi-disciplinary engineering that will guide them in their future research and development
activities. Lastly, it offers practicing engineers and managers with engineering backgrounds insights into the benefits and limitations
of applicable methods, architectures, and technologies for selected use cases.
Der MHI e.V. ist ein Netzwerk leitender Universitätsprofessoren aus dem deutschsprachigen Raum, die sowohl grundlagenorientiert
als auch anwendungsnah in der Montage, Handhabung und Industrierobotik erfolgreich forschend tätig sind. Die Gründung der
Gesellschaft erfolgte im Frühjahr 2012. Der MHI e.V. hat derzeit 20 Mitglieder, die über ihre Institute und Lehrstühle zurzeit ca.
1.000 Wissenschaftler repräsentieren. Die übergeordnete Zielsetzung des MHI e.V. ist die Förderung der Zusammenarbeit von
deutschsprachigen Wissenschaftlerinnen und Wissenschaftlern untereinander, sowie mit der Industrie im Bereich Montage,
Handhabung und Industrierobotik zur Beschleunigung der Forschung, Optimierung der Lehre und zur Verbesserung der
internationalen Wettbewerbsfähigkeit der deutschen Industrie in diesem Bereich. Das Kolloquium fokussiert auf einen akademischen
Austausch auf hohem Niveau, um die gewonnenen Forschungsergebnisse zu verteilen, synergetische Effekte und Trends zu
bestimmen, die Akteure persönlich zu verbinden und das Forschungsfeld sowie die MHI-Gemeinschaft zu stärken.
Foundations, Principles and Applications
Proceedings of the 4th International Conference on Intelligent Human Systems Integration (IHSI 2021): Integrating People and
Intelligent Systems, February 22-24, 2021, Palermo, Italy
Advances in Production Management Systems. Artificial Intelligence for Sustainable and Resilient Production Systems
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Machine Learning for Cyber Physical Systems
Advances in Production Management Systems. Production Management for the Factory of the Future
Industrial Agents
Multi-Disciplinary Engineering for Cyber-Physical Production Systems
This book presents state-of-the-art research, challenges and solutions in the area of cloud-based cyberphysical systems (CPS) used in manufacturing. It provides a comprehensive review of the literature and
an in-depth treatment of novel methodologies, algorithms and systems in the area of architecture design,
cyber security, process planning, monitoring and control. The book features detailed descriptions of how
to derive solutions in a cloud environment where physical machines can be supported by cyber decision
systems when engaged in real operations. It presents a range of novel ideas and is characterized by a
balanced approach in terms of scope vs. depth and theory vs. applications. It also takes into account
the need to present intellectual challenges while appealing to a broad readership, including academic
researchers, practicing engineers and managers, and graduate students. Dedicated to the topic of cloudbased CPS and its practical applications in manufacturing, this book benefits readers from all
manufacturing sectors, from system design to lifecycle engineering and from process planning to machine
control. It also helps readers to understand the present challenges and future research directions
towards factories of the future, helping them to position themselves strategically for career
development.
This book describes various methods and recent advances in predictive computing and information
security. It highlights various predictive application scenarios to discuss these breakthroughs in realworld settings. Further, it addresses state-of-art techniques and the design, development and innovative
use of technologies for enhancing predictive computing and information security. Coverage also includes
the frameworks for eTransportation and eHealth, security techniques, and algorithms for predictive
computing and information security based on Internet-of-Things and Cloud computing. As such, the book
offers a valuable resource for graduate students and researchers interested in exploring predictive
modeling techniques and architectures to solve information security, privacy and protection issues in
future communication.
Organizations have always been dependent on communication, information, technology and their management.
The development of information technology has sped up the importance of management information systems,
which is an emerging discipline combining various aspects of informatics, information technology, and
business management. Understanding the impact of information on today's organizations requires
technological and managerial views, which are both offered by management information systems. Business
management is not only about generating greater returns and using new technologies for developing
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businesses to reach future goals. Business management also means generating better revenue performance
if plans are diligently followed. It is part of business management to have an ear to the ground of
global economic trends, changing environmental conditions and preferences, as well as the behavior of
value chain partners. While, until now, business management and management information systems are
mostly treated as independent fields, this publication takes an interest in the cooperation of the two.
Its contributions focus on both research areas and practical approaches, in turn showing novelties in
the area of enterprise and business management. Main topics covered in this book are technology
management, software engineering, knowledge management, innovation management and social media
management. This book adopts an international view, combines theory and practice, and is authored for
researchers, lecturers, students as well as consultants and practitioners.
In Industry 4.0, industrial productions are adjusted to complete smart automation, which means
introducing self-automation methods, self-configuration, self-diagnosis of problems and removal,
cognition, and intelligent decision making. This implementation of Industry 4.0 brings about a change in
business paradigms and production models, and this will be reflected at all levels of the production
process including supply chains and will involve all workers in the production process from managers to
cyber-physical systems designers and customers as end-users. The Handbook of Research on Integrating
Industry 4.0 in Business and Manufacturing is an essential reference source that explores the
development and integration of Industry 4.0 by examining changes and innovations to manufacturing
processes as well as its applications in different industrial areas. Featuring coverage on a wide range
of topics such as cyber physical systems, integration criteria, and artificial intelligence, this book
is ideally designed for mechanical engineers, electrical engineers, manufacturers, supply chain
managers, logistics specialists, investors, managers, policymakers, production scientists, researchers,
academicians, and students at the postgraduate level.
Selected papers from the International Conference ML4CPS 2018
Service Orientation in Holonic and Multi-Agent Manufacturing
Concepts, Design Methods, and Applications
Production Planning and Control in Semiconductor Manufacturing
Driving force for innovations in mobility, health, energy and production
Volume 2 - Production Engineering and Management
Quality Cultures in Cyber-physical Production Systems
This book presents new findings on cyber-physical systems design and modelling approaches based on AI and data-driven techniques,
identifying the key industrial challenges and the main features of design and modelling processes. To enhance the efficiency of the
design process, it proposes new approaches based on the concept of digital twins. Further, it substantiates the scientific, practical, and
methodological approaches to modelling and simulating of cyber-physical systems. Exploring digital twins of cyber-physical systems as
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well as of production systems, it proposes combining both mathematical models and data processing techniques as advanced methods
for cyber-physical system design and modelling. Moreover, it presents the implementation of the developed prototypes, including testing
in real industries, which have collected and analyzed big data and proved their effectiveness. The book is intended for practitioners,
enterprise representatives, scientists, and Ph.D. and master’s students interested in the research and applications of cyber-physical
systems in different domains.
This comprehensive book examines a range of examples, prepared by a diverse group of academic and industry practitioners, which
demonstrate how cloud-based simulation is being extensively used across many disciplines, including cyber-physical systems
engineering. This book is a compendium of the state of the art in cloud-based simulation that instructors can use to inform the next
generation. It highlights the underlying infrastructure, modeling paradigms, and simulation methodologies that can be brought to bear to
develop the next generation of systems for a highly connected society. Such systems, aptly termed cyber-physical systems (CPS), are
now widely used in e.g. transportation systems, smart grids, connected vehicles, industrial production systems, healthcare, education,
and defense. Modeling and simulation (M&S), along with big data technologies, are at the forefront of complex systems engineering
research. The disciplines of cloud-based simulation and CPS engineering are evolving at a rapid pace, but are not optimally supporting
each other’s advancement. This book brings together these two communities, which already serve multi-disciplinary applications. It
provides an overview of the simulation technologies landscape, and of infrastructure pertaining to the use of cloud-based environments
for CPS engineering. It covers the engineering, design, and application of cloud simulation technologies and infrastructures applicable for
CPS engineering. The contributions share valuable lessons learned from developing real-time embedded and robotic systems deployed
through cloud-based infrastructures for application in CPS engineering and IoT-enabled society. The coverage incorporates cloud-based
M&S as a medium for facilitating CPS engineering and governance, and elaborates on available cloud-based M&S technologies and their
impacts on specific aspects of CPS engineering.
The two-volume set IFIP AICT 566 and 567 constitutes the refereed proceedings of the International IFIP WG 5.7 Conference on Advances
in Production Management Systems, APMS 2019, held in Austin, TX, USA. The 161 revised full papers presented were carefully reviewed
and selected from 184 submissions. They discuss globally pressing issues in smart manufacturing, operations management, supply chain
management, and Industry 4.0. The papers are organized in the following topical sections: lean production; production management in
food supply chains; sustainability and reconfigurability of manufacturing systems; product and asset life cycle management in smart
factories of industry 4.0; variety and complexity management in the era of industry 4.0; participatory methods for supporting the career
choices in industrial engineering and management education; blockchain in supply chain management; designing and delivering smart
services in the digital age; operations management in engineer-to-order manufacturing; the operator 4.0 and the Internet of Things,
services and people; intelligent diagnostics and maintenance solutions for smart manufacturing; smart supply networks; production
management theory and methodology; data-driven production management; industry 4.0 implementations; smart factory and IIOT; cyberphysical systems; knowledge management in design and manufacturing; collaborative product development; ICT for collaborative
manufacturing; collaborative technoloy; applications of machine learning in production management; and collaborative technology.
Today, about 98 percent of microprocessors are already embedded in everyday objects and devices, connected with the outside world
through sensors and actuators. They are increasingly networked with one another and on the internet. The physical world and the virtual
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world - or cyberspace - are merging; cyber-physical systems are developing.Future cyber-physical systems will contribute to security,
efficiency, comfort and the health systems as never before, and as a result, they will contribute to solving key challenges of our society,
such as the aging population, limited resources, mobility, or energy transition. Germany is in the position to become a leader in
international competition thanks to innovative cyber-physical systems. In this statement, acatech explains what prerequisites must be
created and how Germany can overcome the technical, political and social hurdles on the way to achieving this position.
A Glocal Perspective
Internet of Things and Connected Technologies
A Handbook for Educators, Consultants, and Practitioners
Cyber-Physical Systems: Advances in Design & Modelling
Advances in Automotive Production Technology – Theory and Application
Design, Applications, and Maintenance of Cyber-Physical Systems
Cyber-Physical Systems

This two-volume set, IFIP AICT 663 and 664, constitutes the thoroughly refereed proceedings of the International IFIP
WG 5.7 Conference on Advances in Production Management Systems, APMS 2022, held in Gyeongju, South Korea in
September 2022. The 139 full papers presented in these volumes were carefully reviewed and selected from a total of
153 submissions. The papers of APMS 2022 are organized into two parts. The topics of special interest in the first part
included: AI & Data-driven Production Management; Smart Manufacturing & Industry 4.0; Simulation & Model-driven
Production Management; Service Systems Design, Engineering & Management; Industrial Digital Transformation;
Sustainable Production Management; and Digital Supply Networks. The second part included the following subjects:
Development of Circular Business Solutions and Product-Service Systems through Digital Twins; “Farm-to-Fork”
Production Management in Food Supply Chains; Urban Mobility and City Logistics; Digital Transformation Approaches in
Production Management; Smart Supply Chain and Production in Society 5.0 Era; Service and Operations Management in
the Context of Digitally-enabled Product-Service Systems; Sustainable and Digital Servitization; Manufacturing Models
and Practices for Eco-Efficient, Circular and Regenerative Industrial Systems; Cognitive and Autonomous AI in
Manufacturing and Supply Chains; Operators 4.0 and Human-Technology Integration in Smart Manufacturing and
Logistics Environments; Cyber-Physical Systems for Smart Assembly and Logistics in Automotive Industry; and Trends,
Challenges and Applications of Digital Lean Paradigm.
Cyber-Physical Systems: Foundations, Principles and Applications explores the core system science perspective needed
to design and build complex cyber-physical systems. Using Systems Science’s underlying theories, such as probability
theory, decision theory, game theory, organizational sociology, behavioral economics, and cognitive psychology, the
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book addresses foundational issues central across CPS applications, including System Design -- How to design CPS to
be safe, secure, and resilient in rapidly evolving environments, System Verification -- How to develop effective metrics
and methods to verify and certify large and complex CPS, Real-time Control and Adaptation -- How to achieve real-time
dynamic control and behavior adaptation in a diverse environments, such as clouds and in network-challenged spaces,
Manufacturing -- How to harness communication, computation, and control for developing new products, reducing
product concepts to realizable designs, and producing integrated software-hardware systems at a pace far exceeding
today's timeline. The book is part of the Intelligent Data-Centric Systems: Sensor-Collected Intelligence series edited by
Fatos Xhafa, Technical University of Catalonia. Indexing: The books of this series are submitted to EI-Compendex and
SCOPUS Includes in-depth coverage of the latest models and theories that unify perspectives, expressing the interacting
dynamics of the computational and physical components of a system in a dynamic environment Focuses on new design,
analysis, and verification tools that embody the scientific principles of CPS and incorporate measurement, dynamics, and
control Covers applications in numerous sectors, including agriculture, energy, transportation, building design and
automation, healthcare, and manufacturing
This book gathers selected peer-reviewed papers presented at the 6th European Lean Educator Conference (ELEC),
held in Milan, Italy, on November 11-13, 2019. The conference topics include the following: lean trainings in university
and industry collaborations; lean product and process development; lean and people empowerment; emerging contexts
for lean applications; measuring lean performance; lean, green and circular; continuous improvement initiatives; lean
thinking in practice; organizational culture in lean journeys; and innovative training approaches to teaching lean
management. The contributions explore the latest academic and industrial findings on and advances in lean education,
and identify innovative methods that allow lean thinking benefits to be achieved in practice. As such, the book presents
the outcomes of a fruitful exchange between academia and industry designed to help train the next generation of lean
educators.
This book provides a new perspective on modeling cyber-physical systems (CPS), using a data-driven approach. The
authors cover the use of state-of-the-art machine learning and artificial intelligence algorithms for modeling various
aspect of the CPS. This book provides insight on how a data-driven modeling approach can be utilized to take advantage
of the relation between the cyber and the physical domain of the CPS to aid the first-principle approach in capturing the
stochastic phenomena affecting the CPS. The authors provide practical use cases of the data-driven modeling approach
for securing the CPS, presenting novel attack models, building and maintaining the digital twin of the physical system.
The book also presents novel, data-driven algorithms to handle non- Euclidean data. In summary, this book presents a
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novel perspective for modeling the CPS.
4th International Conference on Internet of Things and Connected Technologies (ICIoTCT), 2019
Enterprise & Business Management
Emerging Applications of Software Agents in Industry
Solutions to Pandemic Challenges
Cloud-Based Cyber-Physical Systems in Manufacturing
Advances in Ergonomics Modeling, Usability & Special Populations
IFIP WG 5.7 International Conference, APMS 2022, Gyeongju, South Korea, September 25–29, 2022, Proceedings, Part
I
The Fourth Industrial Revolution, also known as Industry 4.0, refers to the industrial paradigm
bringing together the digital and physical worlds through the cyber-physical Systems, enhanced
by the Internet of Things aimed to increase the effectiveness of human-machine cooperation
(HMC). This book deals with issues related to the challenges of Industry 4.0 that are faced by
enterprises and universities. Contrary to most publications on the subject, it covers both
technological and business aspects of these challenges and shows how strong they are
intertwined, bringing new value to readers. The book also presents new findings that will guide
enterprises through Industry 4.0. This book offers readers an in-depth discussion of important
areas of enterprises’ activities in the context of Industry 4.0. The first area concerns human
resources management; in particular, what new employee competencies will be needed on the labor
market, how to use modern concepts (e.g. design thinking), and how to manage multi-national
teams of employees. The second area is related to marketing and covers issues regarding
customized products. The third area is devoted to technical aspects such as autonomous vehicles,
Internet of Things (IoT), radio-frequency identification (RFID) systems, and Bluetooth Low
Energy (BLE) technology. The fourth area concerns IT systems, including systems that support
work and business management, strategic information systems, and cyber-physical systems. Aimed
at researchers, academics, practitioners, and students, it will be of value to those in the
fields of human resource management, marketing, organizational studies, and management of
technology and innovation.
This book presents an in-depth review of the state of the art of cyber-physical systems (CPS)
and their applications. Relevant case studies are also provided, to help the reader to master
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the interdisciplinary material. Features: includes self-test exercises in each chapter, together
with a glossary; offers a variety of teaching support materials at an associated website,
including a comprehensive set of slides and lecture videos; presents a brief overview of the
study of systems, and embedded computing systems, before defining CPS; introduces the concepts
of the Internet of Things, and ubiquitous (or pervasive) computing; reviews the design
challenges of CPS, and their impact on systems and software engineering; describes the ideas
behind Industry 4.0 and the revolutions in digital manufacturing, including smart and agile
manufacturing, as well as cybersecurity in manufacturing; considers the social impact of the
changes in skills required by the globalized, digital work environment of the future.
This book presents the proceedings of the 4th International Conference on Internet of Things and
Connected Technologies (ICIoTCT), held on May 9–10, 2019, at Malaviya National Institute of
Technology (MNIT), Jaipur, India. The Internet of Things (IoT) promises to usher in a
revolutionary, fully interconnected “smart” world, with relationships between objects and their
environment and objects and people becoming more tightly intertwined. The prospect of the
Internet of Things as a ubiquitous array of devices bound to the Internet could fundamentally
change how people think about what it means to be “online”. The ICIotCT 2019 conference provided
a platform to discuss advances in Internet of Things (IoT) and connected technologies, such as
various protocols and standards. It also offered participants the opportunity to interact with
experts through keynote talks, paper presentations and discussions, and as such stimulated
research. With the recent adoption of a variety of enabling wireless communication technologies,
like RFID tags, BLE, ZigBee, embedded sensor and actuator nodes, and various protocols such as
CoAP, MQTT and DNS, IoT has moved on from its infancy. Today smart sensors can collaborate
directly with machines to automate decision-making or to control a task without human
involvement. Further, smart technologies, including green electronics, green radios, fuzzy
neural approaches, and intelligent signal processing techniques play an important role in the
development of the wearable healthcare devices.
This book presents cutting-edge emerging technologies and approaches in the areas of serviceoriented architectures, intelligent devices and cloud-based cyber-physical systems. It provides
a clear view on their applicability to the management and automation of manufacturing and
process industries. It offers a holistic view of future industrial cyber-physical systems and
their industrial usage and also depicts technologies and architectures as well as a migration
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approach and engineering tools based on these. By providing a careful balance between the theory
and the practical aspects, this book has been authored by several experts from academia and
industry, thereby offering a valuable understanding of the vision, the domain, the processes and
the results of the research. It has several illustrations and tables to clearly exemplify the
concepts and results examined in the text and these are supported by four real-life casestudies. We are witnessing rapid advances in the industrial automation, mainly driven by
business needs towards agility and supported by new disruptive advances both on the software and
hardware side, as well as the cross-fertilization of concepts and the amalgamation of
information and communication technology-driven approaches in traditional industrial automation
and control systems. This book is intended for technology managers, application designers,
solution developers, engineers working in industry, as well as researchers, undergraduate and
graduate students of industrial automation, industrial informatics and production engineering.
Proceedings of the AHFE 2016 International Conference on Ergonomics Modeling, Usability &
Special Populations, July 27-31, 2016, Walt Disney World®, Florida, USA
Industrial Cloud-Based Cyber-Physical Systems
Volume V: Human Simulation and Virtual Environments, Work With Computing Systems (WWCS), Process
Control
Data-Driven Modeling of Cyber-Physical Systems using Side-Channel Analysis
Proceedings of the 6th European Lean Educator Conference
Predictive Computing and Information Security
New Technologies, Development and Application III

A Cyber-Physical System (CPS) is an integration of cyber components with their physical
counterparts. A cyber unit could be either a software or hardware. Physical components
are those objects, which are governed by the law of physics. CPS have transformed how we
interact with the physical world, ranging from sensing the environmental parameters to
controlling a complex manufacturing industry. The current pandemic has had catastrophic
implications people all across the world in terms of health and economy. This book
presents the significance and practicality of CPS in a pandemic situation. It provides a
strong foundation to the CPS while also incorporating the latest theoretical advances and
practical applications to alleviate the state of a pandemic. The book covers...
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Theoretical background and application-oriented overview of the different CPS models
Impact of COVID-19 and similar pandemics on the engineering aspects of various industries
and organisations Exciting and impactful CPS based solutions to the different pandemic
situations Security and privacy in CPS when applied to critical and sensitive pandemic
affected environment Describes the government-funded projects and work using CPS in realworld scenarios The book provides a unique and fresh exposure to CPS employed in a
pandemic situation. It brings together researchers, practitioners, academics, experts,
and industry professionals from around the world to share their knowledge and experience.
This book systematically analyzes the applicability of big data analytics and Industry
4.0 from the perspective of semiconductor manufacturing management. It reports in real
examples and presents case studies as supporting evidence. In recent years, technologies
of big data analytics and Industry 4.0 have been frequently applied to the management of
semiconductor manufacturing. However, related research results are mostly scattered in
various journal issues or conference proceedings, and there is an urgent need for a
systematic integration of these results. In addition, many related discussions have
placed too much emphasis on the theoretical framework of information systems rather than
on the needs of semiconductor manufacturing management. This book addresses these issues.
This volume gathers the peer reviewed papers which were presented at the 5th edition of
the International Workshop “Service Orientation in Holonic and Multi-agent Man-ufacturing
– SOHOMA’15” organized in November 5-6, 2015 by the Institute for Manufacturing (IfM) of
the University of Cambridge, UK in collaboration with the CIMR Research Centre in
Computer Integrated Manufacturing and Robotics of the University Politehnica of
Bucharest, Romania, the LAMIH Laboratory of Industrial and Human Automation Control,
Mechanical Engineering and Computer Science of the University of Valenciennes and HainautCambrésis, France and the CRAN Re-search Centre for Automatic Control, Nancy of the
University of Lorraine, France.The book is structured in seven parts, each one grouping a
number of chapters de-scribing research in actual domains of the digital transformation
in manufacturing and trends in future manufacturing control: (1) Applications of
Intelligent Products; (2) Advances in Control of Physical Internet and Interconnected
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Logistics; (3) Sustaina-bility Issues in Intelligent Manufacturing Systems; (4) Holonic
and Multi-agent Sys-tem Design for Industry and Services; (5) Service Oriented Enterprise
Management and Control; (6) Cloud and Computing-oriented Manufacturing; (7) Smart Grids
and Wireless Sensor Networks.These seven evolution lines have in common concepts,
methodologies and imple-menting solutions for the Digital Transformation of
Manufacturing. The book offers an integrated vision on complexity, big data and
virtualization in service- and compu-ting-oriented manufacturing, combining emergent
information and communication technologies, control with distributed intelligence and MAS
implementation for total
This book develops the core system science needed to enable the development of a complex
industrial internet of things/manufacturing cyber-physical systems (IIoT/M-CPS).
Gathering contributions from leading experts in the field with years of experience in
advancing manufacturing, it fosters a research community committed to advancing research
and education in IIoT/M-CPS and to translating applicable science and technology into
engineering practice. Presenting the current state of IIoT and the concept of
cybermanufacturing, this book is at the nexus of research advances from the engineering
and computer and information science domains. Readers will acquire the core system
science needed to transform to cybermanufacturing that spans the full spectrum from
ideation to physical realization.
Industry 4.0
Simulation for Cyber-Physical Systems Engineering
Tagungsband des 3. Kongresses Montage Handhabung Industrieroboter
ELEC 2019
IFIP WG 5.7 International Conference, APMS 2021, Nantes, France, September 5–9, 2021,
Proceedings, Part III
Foundations and Techniques
Big Data Analytics and Industry 4.0 Applications
This book presents cutting-edge research on innovative human systems integration and human–machine interaction, with an
emphasis on artificial intelligence and automation, as well as computational modeling and simulation. It covers a wide range
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of applications in the area of design, construction and operation of products, systems and services. The book describes
advanced methodologies and tools for evaluating and improving interface usability, new models, and case studies and best
practices in virtual, augmented and mixed reality systems, with a special focus on dynamic environments. It also discusses
various factors concerning the human user, hardware, and artificial intelligence software. Based on the proceedings of the 4th
International Conference on Intelligent Human Systems Integration (IHSI 2021), held on February 22–24, 2021, the book also
examines the forces that are currently shaping the nature of computing and cognitive systems, such as the need to reduce
hardware costs; the importance of infusing intelligence and automation; the trend toward hardware miniaturization and
optimization; the need for a better assimilation of computation in the environment; and social concerns regarding access to
computers and systems for people with special needs. It offers a timely survey and a practice-oriented reference guide for
policy- and decision-makers, human factors engineers, systems developers and users alike.
Industrial Agents explains how multi-agent systems improve collaborative networks to offer dynamic service changes,
customization, improved quality and reliability, and flexible infrastructure. Learn how these platforms can offer distributed
intelligent management and control functions with communication, cooperation and synchronization capabilities, and also
provide for the behavior specifications of the smart components of the system. The book offers not only an introduction to
industrial agents, but also clarifies and positions the vision, on-going efforts, example applications, assessment and roadmap
applicable to multiple industries. This edited work is guided and co-authored by leaders of the IEEE Technical Committee on
Industrial Agents who represent both academic and industry perspectives and share the latest research along with their
hands-on experiences prototyping and deploying industrial agents in industrial scenarios. Learn how new scientific
approaches and technologies aggregate resources such next generation intelligent systems, manual workplaces and
information and material flow system Gain insight from experts presenting the latest academic and industry research on
multi-agent systems Explore multiple case studies and example applications showing industrial agents in a variety of
scenarios Understand implementations across the enterprise, from low-level control systems to autonomous and collaborative
management units
This book discusses challenges and solutions for the required information processing and management within the context of
multi-disciplinary engineering of production systems. The authors consider methods, architectures, and technologies
applicable in use cases according to the viewpoints of product engineering and production system engineering, and regarding
the triangle of (1) product to be produced by a (2) production process executed on (3) a production system resource. With this
book industrial production systems engineering researchers will get a better understanding of the challenges and
requirements of multi-disciplinary engineering that will guide them in future research and development activities. Engineers
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and managers from engineering domains will be able to get a better understanding of the benefits and limitations of
applicable methods, architectures, and technologies for selected use cases. IT researchers will be enabled to identify research
issues related to the development of new methods, architectures, and technologies for multi-disciplinary engineering, pushing
forward the current state of the art.
This Open Access proceedings presents new approaches to Machine Learning for Cyber Physical Systems, experiences and
visions. It contains some selected papers from the international Conference ML4CPS – Machine Learning for Cyber Physical
Systems, which was held in Karlsruhe, October 23-24, 2018. Cyber Physical Systems are characterized by their ability to
adapt and to learn: They analyze their environment and, based on observations, they learn patterns, correlations and
predictive models. Typical applications are condition monitoring, predictive maintenance, image processing and diagnosis.
Machine Learning is the key technology for these developments.
Cybermanufacturing Systems
Industrial Internet of Things
Advances in Manufacturing
Special Issue: Methods to Support the Evolution of Cyber Physical Production Systems
Stuttgart Conference on Automotive Production (SCAP2020)
A Cloud-Based Context
Social Manufacturing: Fundamentals and Applications
"The objective of this book is to give an insight about cyber-physical systems (CPS) as tools for integrating the dynamics of
physical processes with those of the software and networking, providing abstractions and modelling, design, and analysis
techniques for their smart manufacturing interoperation"-This book is composed by the papers written in English and accepted for presentation and discussion at The 2021
International Conference on Information Technology & Systems (ICITS 21), held at the Universidad Estatal Península de
Santa Elena, in Libertad, Ecuador, between the 10th and the 12th of February 2021. ICITS is a global forum for researchers
and practitioners to present and discuss recent findings and innovations, current trends, professional experiences and
challenges of modern information technology and systems research, together with their technological development and
applications. The main topics covered are information and knowledge management; organizational models and information
systems; software and systems modelling; software systems, architectures, applications and tools; multimedia systems and
applications; computer networks, mobility and pervasive systems; intelligent and decision support systems; big data
analytics and applications; human–computer interaction; ethics, computers & security; health informatics; and information
technologies in education.
This book covers a variety of topics in material, mechanical, and management engineering, especially in the area of
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machine design, product assembly, measurement systems, process planning and quality control. It describes cutting-edge
methods and applications, together with exemplary case studies. The content is based on papers presented at the 5th
International Scientific-Technical Conference (MANUFACTURING 2017) held in Poznan, Poland on 24-26 October 2017. The
book brings together engineering and economic topics, is intended as an extensive, timely and practice-oriented reference
guide for researchers and practitioners, and is expected to foster better communication and closer cooperation between
universities and their business and industry partners.
This book covers a variety of topics in manufacturing, with a special emphasis on product design, production planning, and
implementation of both resources and production processes. The content is based on papers presented at the 6th
International Scientific Technical Conference MANUFACTURING 2019, held in Poznan, Poland on May 19-22, 2019. The main
focus is on showing best practices to use tools currently available in the enterprises to effectively improving industrial
processes. Knowledge and production flow management, decision-making systems, production leveling, enterprise
efficiency, as well as maintenance, modeling and simulation of production processes are just some of the topics discussed
in this book, which offers a timely and practice-oriented reference guide for applied researchers, product engineers and
product managers.
Security and Quality in Cyber-Physical Systems Engineering
Information Technology and Systems
Intelligent Human Systems Integration 2021
Advances in Production Management Systems. Smart Manufacturing and Logistics Systems: Turning Ideas into Action
Data Models and Software Solutions for Handling Complex Engineering Projects
ICITS 2021, Volume 1
With Forewords by Robert M. Lee and Tom Gilb
This book presents the proceedings of the 20th Congress of the International Ergonomics Association (IEA 2018), held on
August 26-30, 2018, in Florence, Italy. By highlighting the latest theories and models, as well as cutting-edge technologies
and applications, and by combining findings from a range of disciplines including engineering, design, robotics,
healthcare, management, computer science, human biology and behavioral science, it provides researchers and
practitioners alike with a comprehensive, timely guide on human factors and ergonomics. It also offers an excellent source
of innovative ideas to stimulate future discussions and developments aimed at applying knowledge and techniques to
optimize system performance, while at the same time promoting the health, safety and wellbeing of individuals. The
proceedings include papers from researchers and practitioners, scientists and physicians, institutional leaders, managers
and policy makers that contribute to constructing the Human Factors and Ergonomics approach across a variety of
methodologies, domains and productive sectors. This volume includes papers addressing the following topics: Human
Simulation and Virtual Environments, Work With Computing Systems (WWCS), and Process Control.
This book introduces social manufacturing, the next generation manufacturing paradigm that covers product life cycle
activities that deal with Internet-based organizational and interactive mechanisms under the context of socio-technical
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systems in the fields of industrial and production engineering. Like its subject, the book's approach is multi-disciplinary,
including manufacturing systems, operations management, computational social sciences and information systems
applications. It reports on the latest research findings regarding the social manufacturing paradigm, the architecture,
configuration and execution of social manufacturing systems and more. Further, it describes the individual technologies
enabled by social manufacturing for each topic, supported by case studies. The technologies discussed include
manufacturing resource minimalization and their socialized reorganizations, blockchain models in cybersecurity,
computing and decision-making, social business relationships and organizational networks, open product design, social
sensors and extended cyber-physical systems, and social factory and inter-connections. This book helps engineers and
managers in industry to practice social manufacturing, as well as offering a systematic reference resource for researchers
in manufacturing. Students also benefit from the detailed discussions of the latest research and technologies that will have
been put into practice by the time they graduate.
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